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¢ SEE, Carlos Ortiz, the private military companies an entity at the center of overlapping spheres of
commercial activity and responsibility, from the book: Private military and security companies,
chances, problems, pitfalls and prospects, Edited by Thomas Jager and Gerhard Kummel, Vs
Verlag Fur Sozialwissenschaften, Auflage, (January, 2007). p. 60. And, Caroline Holmqvist, Private
Security Companies the Case for Regulation, SIPRI Policy Paper No. 9, Stockholm International
Peace Research Institute, (January 2005), p. 5.
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& Report of the Expert Meeting on Private Military Contractors: Status and State Responsibility
for their Actions, organized by the University Centre for International Humanitarian Law,
Geneva, (29, 30 August 2005), p. 14_15. (Last site visit January 2023).
https://docplayer.net/117880-Expert-meeting-on-private-military-contractors-status-and-

state-responsibility-for-their-actions.html)

354 (o (Bilu g 38« SiLaiNl Glgall (gilal mulidlas) de guiga gal) ®


https://docplayer.net/117880-Expert-meeting-on-private-military-contractors-status-and-state-responsibility-for-their-actions.html
https://docplayer.net/117880-Expert-meeting-on-private-military-contractors-status-and-state-responsibility-for-their-actions.html

2023131 = iluwidl Joll gililltsslis egi> e duwlys dgadl dyyydl Jilwgllg cadlulg il Taso | 1lasg coluwlys 12

daia¥lg duySwall clS pill Gasalill Gaviasdl alaY Sle alaie¥ ayljh ol gasg
s}&L,.oas,LmLe_aiuhm&m@muw‘ﬁm‘mgﬂl,bmomw&am
OSAEN leg Gupoill Tare Gubat e abu fly il 13 (06 dflasll Jlaed a
Ll lgall

aaant b @alud ¥ ddlasll Jloed) b & ydilioll &S )Liall nggaa aloicl Ol gang
b ealud Y9 dgildgduie ant b Vg dhalill dyia¥lg &y ySusll oilS yill Ggda
Jlae¥l 4 8 pilioll &S Lisall @ggdn (i%a ayant dugmua L Ijas daalydl dayiuas
Jloe ¥l é 8 ydbiliall &S Lisall 3a I 855 Sill Aadii¥) ayast dygeuag ddlasll
G Aadi¥l agan b sk dalg cilgangd i35 Y Joall ol I Nyadg . Oayslasl
e b ysa dllail Il 5354 301 13 Olg ddlasll Jlae¥l 4 8 ilia &S jldie JXish
a5 @3l b byl JS Y qasagll dnye (ouiaell Syl alyél 59y ol (Sas
ole Josug ddsdilasll Jlaed) d 8 yidilioll &S Liall pggdal ol dogd @adiug
alS yall alyal le adulal

O sadlly (ariang calilie dualall duie¥lg d Sl ol pill ol ydl dayial (o
09ilE @gloc @Say ¥ alyiY ¥sa oY (alill aguagll | olksy ¥ (ubball (an
e @gudil (gdiing ¥ iagd «iluidl Llgall (gildll talie (gajily ¥ @ag (@ualg
lia (ro 2NN ails Gglglay i (oguale (giang (Ogasllat (olilia :plaia gl
O ¢so 23 Y AL Ligils ag Jouadll (3Sol ¥ Lo laang ((atinn @gaudil (93R3g «biiaill
(gsSmzll @gloe dspb le cliy calilia egiasy 32) ol wlS pill ol yél ila)
b chpiaaill laa 2SE (0 33 Yo ( iaoll @gles dapb Lo cly cuaian ;3 Y agianyg
@3ilis ualall dyia¥lg & ySuusll SISyl lgsudiy dgale Joall (3415 dylgs <lgSun
Lalleal (e dalgguuall Jaatig «iluidl Agall (5g3lall aclgiy

wilwil wugall ggilall dnlall duiaVlg dyySwell GLS uill Ellaiil e ddgguwall -u
9Ll dualall dyin¥lg dy ySuell ulS il Hllgiil (se dulgdusall Joa Suanll lhal Sig

dg Sl aulS yiall IS ) (e dalgbuall Janii Joadl & :Jgill (sSay Labui¥l Slgall

cAbusid] gall (93lall cuagoy duilasll tililosll 8 6 sdilioll AS jLEal) ggdal 6 paaudd Sl )y jlao (puls 10
02 2010 (uyla/ T (@Me M aals¥l 3S yall 13 yalill) « Jg¥) duyoll dsylall  yoa¥l cubiall dylgall dislll
(52



2023131 = iluwidl Joll gililltsslis egi> e duwlys dgadl dyyydl Jilwgllg cadlulg il Taso | 1lasg coluwlys (13

J9Sgigll paguai cingay cllig (lgall Liluwidl (gilall milSlgisl duslill dyiaYlg
odar o ¥ .M Jgall dplgduna aclgd 0 yall Llgall (gilall aguaig «Jg¥l oLy
arox le lginlat yheiig AT lsa diaslég diss dilin dillall aclgilly pagaill
wagaill oda b9 dualall duia¥lg duySusll milS yiull claady Jgall dilsiuwl mi¥la
Syl Ellgiil e dlodaall (30 gl S Lgin 3815 (5 Joall (3Say ol 85 aclgilly
¢ oo dloduall Jaad pac I Gale (a3 Joally aialieg ilwi¥l (gsLal)
(dtlgguiall odan Joa (v wiyg Ll dia¥lg by ysell il pilly giileinl Lag «ulSlgisl
& Jloed o Kaiill Al ali oladl go yiS Sd dgil Joall ciluylas & yglal adg
daloc 3a2d Lo 1309 vl yaly ol pisll [gy g a8 ill ilSLgii¥) (rag (yigildll
Jleil g Gypaiall gioyg dglgall dyiliall @Slaall elol Ligils Jgall déadle
Adlasll e lglany o (v culS yiall

b & ySaue lylac g Sl b Lagibalga badgiy Lill Jgall ol dagmia ya¥l ayja Lag
SISlgii¥) L Gadaill gl (ogioSlaal &)l cilagleall lgaal (19<y ¥ a8 dprial Jga
slyad oaeydl aggidsll cala le 3 )adll Llgaal (595 ¥ a8 gl (avgaSiyl Lill @il yallg
4aSlagll

Joall &yai ac lglgl caluwd dygmuall ayads ol SIS piul) ol yal slialie Lo «Alillig
& b Buiaill Lbg (lSybll alydl @i b acluy Ligild plai Guali le
wilS ydll gy Josti Gill dualsll diyylall Lgailig Lgiga<ip il @ilyally wulSlgisyl
OIS0 (19)al80 a8 sYga O] 3] ISLgiily (gagdy (uall ol ya¥) aanty Aawd ¥ illg
pac Lgillig .agifiade Juaiuall (o auayg (&S yill ao @asgic lgiil )38 @glas
Lval yal dia oy Lol douiig casl] aitwi Lala Ligils Lallai lglas d clS piall gl
ilSLgii¥lg culdllioll L (raka)giall

itlgduiag (@lgall dxlggusn daali ill dxigilall aclgdll of :Jodll (<ay plisll Ldg
dualall duia¥lg dg ySaasll culS pénll ddadnil Lle Gudaill dwlio cuad Balidllg o yall

oiang Joall (o daalgll yué addall Ll aaym 23 é canallg daluasl) sulel jill oLl

Al Aol (gilall diad 51585 ilgs Aogytiall yué JIasll (o Jpall dulgbuias Ablsial slgall g ylin aal, "
2001 s3asiall @a¥l) (2.2 2 o« Agall (93laN Aind Arlga ((opsoillg Aillill g5 93 Jloe] e dalll dyzonl
(32 4o



2023131 = iluwidl Joll gililltsslis egi> e duwlys dgadl dyyydl Jilwgllg cadlulg il Taso | 1lasg coluwlys 14

Ul e Lty (ALl ilS il 010 Lgy Jo= il dunalill by sall Al ilS yill
dyiadlg dySuall S piilly Joall G Joleill (595 e 53 Sigild pllai LI dala
Aol 93lill Mgl e Wgduall il pa¥l wpanil ay Lilxiw¥) (o (5Salg cualall

dalugll sile il oLST Slasdl

Al ] wapall <Ll

Ly y0i -

eLadll Lgilagn auilprpm cilangy (ol 2l adls 213 cya &gl cpall
1€l dgagSa dlels nilga Uga 1531 £lgun (gasaliia il yhal Ly @iy ¢ Al ppall
yigraSll dalail Lé Baalgioll cilagleoll dskaily «ilegleoll laagitufg iregSa
wiliigad gl 3)lin drig yisI] @alyr J<ib 3alig coundll céylall gl (i ¥l culSyiig
wd yTY) ilSdig whilaglrall dalail Julasi I g2gig (s pul ol g yiSIl Glaga of
dagandl 38l 5ol (pe agasll dlkdiall dalas¥l S gf (a8 jdl cililuad) 46 yuu gi Lo yraali gl
Lo 31 g cdagadlg d yaudl duadallg dullal) dalaiNIS (daluigll Lgilgdl i (dlgall dsylill
diacll ole¥ly (abilially Gaiaall Sle Fladg gall b (sadUl Jagagd JSii
DBag sl blaallg

dais Ay dpadle] sty muilhng JYAGa slguadl 8yl Ayl el IAG adlg
Eoill 132 (598 (0 @& 4l leg (ol lg Ligiul lgia Bagac Jga b dyil ppall iloagll
oo il H3ge slias il silaagll asy Olé agall Joall (s R5LE Gl cigyall (e
b Lguuih Lol e Jomi 354iS Uga (lg -agaleie Joga (i Syl Slel}i Blasw
gl uny (lgilyisig (il yrpall oo yall lgal sidlial le Jamig « il ppall sLnsll
Jaituedl b ciyadloda Jia

(0 sy degona G ySasll (alabisll auih Lag i guly wiyall oda Gl O

53l (0 ailigSay « il il clndll (g dgalea bl yhal dun 3815 ab Lill clelya Y]

12 paulo Shakarian and others, /ntroduction to Cyber-warfare A Multidisciplinary Approach, (USA:
Syngress, Elsevier, 2013, p. 2).

'3 Richard A. Clarke and Robert Knake, Cyber War: The Next Threat to National Security and What
to Do About It, (New York: Harper Collins, 2010), p. 6.
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> International Strateqy for Cyberspace, Prosperity, Security, and Opennessin a Networked World
the White House Washington, USA, May, 2011, p. 9.

o TALLINN MANUAL on the international law applicable to cyber warfare, Prepared by the
International Group of Experts at the Invitation of The NATO Cooperative Cyber Defense Centre of
Excellence, General editor: Michael N. Schmitt, (New York: Cambridge University Press, 2013, rule
30,p.91_92).
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" Ibid, para 7, p. 69.
'8 Ibid, para 9, p. 70.
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20 Brian J. Egan, Remarks on International Law and Stability in Cyberspace, Berkeley Journal of
International Law, vol. 35, Issue 1, (2017), p. 177. (Last site visit January 2023).
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21 Cyber Strategy, Summary, U.S. Department of Defense, (USA, 2018), p. 1.
https://media.defense.gov/2018/Sep/18/2002041658/-1/-1/1/CYBER_STRATEGY_SUMMARY_FINAL.PDF)
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2 SEE. MIND THE GAP, The Lack of Accountability for Killer Robots, The International Human
Rights Clinic (IHRC), Harvard Law School, Human Rights Watch, USA, (2015), p. 6.
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%5 Marco Sasséli, Autonomous Weapons and International Humanitarian Law: Advantages, Open
Technical Questions and Legal Issues to be Clarified, International Law Studies, U.S Naval College,
vol. 90, (2014), p. 313.

26 Marco Sassoli, op. cit, p. 329.
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27 Autonomous weapon systems: technical, military, legal and humanitarian aspects, expert
meeting, International Committee of the Red Cross, Geneva, Switzerland, (26 to 28 March 2014).
p.7_8.
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28 Anthony Dworkin, Drones and targeted killing: defining a european position, European council of
foreign relations, Policy brief, (July 2013), p. 1.

29 Genevieve Lennon and Clive Walker, Routledge Handbook of Law and Terrorism, first edition
(United Kingdom, London: Taylor & Francis Ltd, 2015, p. 58).
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30 Vincent C. Miiller and Thomas W. Simpson, Autonomous Killer Robots Are Probably Good News,
Sociable Robots and the Future of Social Relations, Frontiers in Atrtificial Intelligence and
Applications, vol. 273, los press, (2014), p. 304.

31 Vincent C. Miiller and Thomas W. Simpson, Killer Robots: Regulate, Don't Ban, BSG Policy
Memo, (November 2014). (https://philpapers.org/archive/MLLKRR.pdf) (last site visit January
2023).

32 Miiller and Simpson, Killer Robots, op. cit.
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33 LOSING HUMANITY: The case against killer robots, Human Rights Watch, (USA, November
2012, p. 42).
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See, Glossary: Prevention Principle (Last site visit January 2023).

https://www.eea.europa.eu/help/glossary/eea-glossary/prevention-principle
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3¢ The Need for New Law to Ban Fully Autonomous Weapons: Memorandum to Convention on
Conventional Weapons Delegates, Human Right Watch and Harvard Law School's International
Human Right Clinic, (November 2013), p. 13.
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of civilian targets, including former soldiers who decide to abstain from combat,

marking them as civilian, regardless of their reasons.

Yet, within the frame of what the world witnesses today, from the massive battles that
rage amongst multiple nations, to the bizarrely overcomplicated weapons systems
utilized, the civilian factor within these conflicts stands untended to. Civilians,
constantly and consistently, fall victim to high death tolls, horrible injury, and the
complete annihilation of their property. This fact today makes the principle of
distinction seem like nothing but mere ink on paper, worthy of being entirely

discarded due to the challenges its application faces on a regular basis.

To understand this mortal issue in a more detailed light, a particular focus must be
brought towards 3 models and methods of modern combat: Private military
corporations, cyber war, and unmanned weapons systems. Studying these methods
within the framework of international humanitarian law, forms a better picture of
how these laws can be applied towards the greater good of ensuring the safety and
prosperity of civilians under the threat of war. These laws are of such great importance
to humanity that they simply cannot be overlooked. The principle of distinction here
takes the utmost necessity, as one of the most crucial laws drawing the line between

civilian and military.
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Introduction:

The concept of weaponized conflict can be observed to garner much complexity.
However, it can easily be simplified when considered as nothing more than a struggle
for survival and the collection of resources. Regardless of the reasons, the parties
involved, the methods utilized, and the political landscape of any such conflict, it can
be inferred that these conflicts rarely take into consideration the dire consequences
they bring about onto populations involved. Rarely do these conflicts mark the
distinction between civilian and soldier, nor do they respect any custom or law drawn
to provide protection from them. Unfortunately, such conflicts have been observed to
follow humanity for their entire history. Even today, with the implementation of
modern laws meant to hinder the rise of weaponized conflicts, they continue to spread
and gain traction in every corner of the globe, paying no heed to the safety of any

nation or human.

As history continues to record itself across the archives of time, it showcases an
unprecedented advancement of human technology in the most recent century. The
increasing complexity in international relations was coupled by a terrifying leap in
weapons technology. The weapons that humanity now had in its arsenal demanded
the drafting of new laws meant to keep harm away from civilians and their properties,
something that every politician, poet or philosopher vehemently agreed upon. In
recent times, these well agreed upon needs culminated within the confines of
international humanitarian law, manifesting in a principal cited in subject 48 of the

first additional protocol belonging to the Geneva convention published in 1977.

The principal of distinction, a now basic principle of humanitarian law, and the
primary creed included in its collection of fundamental concepts. This principle
compels the parties involved in any weaponized conflict to differentiate between
civilian and military targets, whether human or constructed, and to limit any attacks

exclusively to military targets. It also cites a rule to ensure the safety and protection
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